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O R I C ’ S I N D U S T RY C A L L O N
THE RUSSIA/UKRAINE CRISIS
On Friday 18 March 2022, ORIC hosted a widely attended industry call centred
around firms’ responses to the events unfolding in Ukraine. Almost 100 participants
joined us for a frank and open discussion alongside a panel of industry experts from
sectors including cyber security, political risk management, governmental agencies
and global consultancy work.
Due to the sensitive nature of the topic, this session was not recorded.
Views on the current situation
The sight of full-scale armed conflict in Europe is
universally shocking and especially horrific to all
those directly affected. It is already apparent that
this is the largest humanitarian crisis affecting
Europe since World War II, with at least eight million
displaced and thousands of lives already lost.
While it is hard to predict the likely course of events
in the short term, firms know that they need to
respond quickly to protect their customers, people
and services.
The ramifications of these events are expected to
be considerable and long-lasting; and it is likely
that they will impact business strategies, supply
chains and economies.
It was discussed during the call that most members
present have already mobilised and are undertaking
detailed risk assessments to identify and manage
the new risks arising. Some of the actions to consider
are summarised further below.
It is also interesting to note that attention has now
moved on from the COVID-19 pandemic we had
discussed during the earlier ORIC Member Forum.
Even though the virus appears to be reducing as a
risk in developed countries, we are still left with the
threat of new strains, underlining the need for risk
assessment and modelling to help us consider how
unrelated events can co-exist. Risk functions need
to be able to credibly debate these risks with
executive teams, supported by insight and analysis
from a wide pool of information.

The global implications of the conflict
There are several immediate challenges to
consider, including:
•	The developing humanitarian crisis, particularly
the burden on the most vulnerable.
•	The shifting energy policies geared toward
secure access and source diversification.
•	The growing competition for critical materials,
equipment and commodities.
•	The potential implications of corporate actors
taking a stand against an unpredictable regime.
•	The increasing frequency and sophistication
of state-supported cyber attacks, especially
the shift from ransomware and extortion to
direct destruction.
The war in Ukraine joins an already crowded timeline
of 21st-century disruptions, with disparate origins
and complex consequences. As business leaders
move their organisations from a reactive place
to a foundation of greater resilience, the role of
risk management in helping firms to identify and
manage risks has never been more relevant.
What happens next?
Most working assumptions, and hopes, are that
the military conflict will be relatively contained
and short-lived; however, we are aware the effects
are likely to be longer-term. There will be ongoing
economic damage, sanction management and a
rebalance of the global landscape as countries and
organisations seek to mitigate future risks based on
this event. Continued on page 2.
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O R I C ’ S I N D U S T RY C A L L O N
THE RUSSIA/UKRAINE CRISIS
Continued from page 1.
What happens next?
While major economies continue to walk the tightrope between
financial recovery from the COVID-19 pandemic, reduced consumer
confidence, increased cyber threats, supply side issues and rapidly
rising inflation, member firms expressed the importance of their
executive teams having the ability to make sense of the potential
impacts of these unprecedented scenarios. Access to data and
insights are key to ensuring that this is both rigorous and informed.
How are progressive firms responding to the conflict?
Our conversations emphasised that many firms are already
addressing both immediate issues and longer-term threats.
We summarise some of these actions below:

In conclusion
The Russia/Ukraine conflict is an appalling event which we hope
comes to a rapid and safe conclusion. Our thoughts are with
those affected.
From a risk management perspective, the conflict shows the need
for agile, insightful and informed activity that can support executive
teams through these challenging times. Leading risk functions are
responding through robust methodologies, wide thinking and data-led
approaches – which can only be an asset to firms as they review and
refresh key processes and strategies.
ORIC International have extensive resources to support members
through emerging risks and scenario development. The following
might be considered as the basis of a broad operational risk scenario
on geopolitical conflict, which can be supplemented by ORIC
International’ loss event data, news reports (publicly available risk
loss data), and KRI datasets.

•	Most firms already have co-ordination teams in place.
Experience gained during the COVID-19 pandemic has given
many firms a structure and process to manage such events.
•	Detailed reviews of risk exposures are under way. Firms are using
risk taxonomies as a checkpoint to ensure the whole risk universe
is being considered. Changing risk exposures need review and
debate, with affected business lines suspended where possible.
•	Firms are carefully managing their staff members’ wellbeing,
particularly when team members are directly affected, but also
where staff are based in neighbouring regions or have family
and friends affected.

Topic area

People and
property

Business or
market practices

•	Firms are reviewing sanction management processes and
considering wider exposures and future threats.

•	Firms are reviewing their supplier risk profiles to assess increased
risks. This includes dependencies further down the supply chain and
critical infrastructure services such as power and communications.
•	Firms are placing a higher priority on emerging risk identification
and management, using data sources, modelling, and wider
industry perspectives.

ORIC International will continue to monitor developments and
convene further industry calls where appropriate. Contact Melody
Abeni (melody.abeni@oricinternational.com) if you wish to join us
for future events.

Employee safety

S00018

Business disruption resulting
S00023
in loss of premises
S00006

Business disruption as a
result of a cyber attack

S00019

Loss of personal/
confidential or sensitive
customer, client, or
commercially sensitive data

S00003

Trade credit

Trade counterparties
(operational impacts)

S00044

Political risk:
Selection,
Sponsorship &
Exposure

Inaccurate business
decisions made as a
result of management
information

S00026

Supplier service failure /
SLA breach

S00034

Partnership failure

S00035

Corporate governance
failures

S00004

•	Firms are scrutinising their operational resilience plans and
reviewing IT controls against the heightened cyber threats.
•	Where possible, firms are reviewing external data to gain a broader
understanding of new scenarios. Risk exposures are being retested,
scenarios are being updated.

ORIC scenario
benchmark ref.

Sanctions breach

Business
disruption
and system
failures

•	Firms are reviewing risk appetites to consider appropriateness
in the current circumstances, and where longer-term change
may be necessary.

Scenario consideration

Vendors &
suppliers
Environmental,
social, and
governance
(ESG)

£734m loss
The Commodity Futures Trading Commission (CFTC) filed a civil enforcement
action in the U.S. District Court for the Southern District of New York, charging
James R. Velissaris with fraud in connection with a multifaceted scheme to
overvalue the assets managed by his multi-billion dollar hedge fund.
Read more on page 5.
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O P E R AT I O N A L R E S I L I E N C E C O M E S
I N TO F O R C E O N 3 1 M A R C H 2 0 2 2
The new operational resilience rules and guidance came into effect
from 31 March 2022. This will be followed by a three-year transitional
period whereby firms must ensure that they are able to fully comply
with the new requirements.
Therefore, by 31 March 2022, all firms should have implemented the
following operational resilience elements:
•	Identified all Important Business Services (IBSs), with justification
for selection.
•	Set impact tolerances for all IBSs which meet regulatory objectives,
with justification for selection.
•	Mapped their IBSs to identify resource dependencies, vulnerabilities
and support scenario testing.
•	Established internal and external communication plans for an IBS
crisis response.
•	Performed scenario testing (sophistication can be enhanced during
the transition period).
•	Established remediation plans and commenced delivery.
•	Produced a self-assessment document which has been approved by
the board.
What will firms need to do after 31 March?
Following this period, which for some will have seen intense activity in
the run-up to 31 March, firms will move into the 3-year transition period.
There remains much to do, and regulators have made clear that they
expect the level of sophistication associated with resilience frameworks
to increase throughout the period. We therefore recommend that firms
should focus on the following areas:
Governance processes – concentrate on embedding operational
resilience into new and existing processes, ensuring that you have the right
governance framework in place to effectively transition the programme
into the business and be able to monitor your firm’s level of operational
resilience, including the delivery of any remediation plans.
Third parties – continue to enhance your relationship with third parties who
fully/partly support the delivery of your IBSs. This includes ensuring that
they fully understand your operational resilience needs and what they are
required to do in order for you to meet these requirements, including:
•	understanding the service delivery and vulnerabilities, which could
include mapping;
•	being able to demonstrate appropriate operational resilience,
which may include the need to perform scenario testing;
•	providing details and progressing updates on any remediation plans;
and
•	to support the above, ensuring you have appropriate contract terms
in place.
Of course, the principle of substitutability remains, and firms will be
expected to enhance their range of options for when their primary suppliers
may fail to perform. This includes the need to replace third parties where
resilience cannot be assured.

E M E RG I N G R I S K D E E P D I V E :
E C O N O M I C U N C E R TA I N T Y
During the pandemic, extraordinary monetary and
fiscal policy measures were implemented to ease
financial conditions and contain the immediate risks
to financial stability.
However, as nations move out of lockdown, global
prices have been driven higher by a surge in consumer
spending, exacerbated by ongoing supply chain disruption.
Furthermore, shortages in skilled staff have been reported
across advanced economies, a consequence of ‘the great
resignation’ as record numbers of workers re-evaluate their
priorities and voluntarily quit their roles. Increased demand
and restricted supply will likely drive up wages, something
already seen in areas from haulage to hospitality.
This is without taking account of the economic impact of
the terrible events taking place in Ukraine. Even before the
war, Ukraine was the poorest country in Europe by nominal
GDP per capita; yet, with its vast and fertile lands, it was
called ‘the breadbasket of Europe’, accounting for nearly
a quarter of total global wheat exports in 2019. There are
concerns that food shortages and price increases could
stoke social unrest in countries that relied on Ukraine grain
exports, including countries in the Middle East and Africa.
Sanctions on Russia have had an immediate impact,
including a rise in oil prices to levels last seen in 2008,
yet the true impact of Europe’s energy security shock has
yet to feed through to industry and consumers.
Inflation, already surging across western countries, is
forecast to peak at 9% in the US and 7% in the UK. Such
turbulence comes at a crucial juncture when global debt
has risen sharply alongside a low-interest-rate environment
in many advanced economies since the financial crisis.
Indeed, the outlook for interest rates has changed, with
central banks increasing rates in the USA and UK and talk
of ending quantitative easing in Europe. Add in fiscal policy
changes as countries seek to address their budget deficits
(the UK share of tax receipts are forecast to rise to their
highest level since 1957) and the squeeze on living standards
is a reality for many households.

Enhancing maturity – by reviewing the ORIC/Sicsic Advisory maturity
matrix with senior management/board, focus on the key operational
resilience elements where you have the greatest gaps (or vulnerabilities)
between current and targeted maturity levels.

However unwelcome the higher inflation, interest rates and
taxes, the outcome could be worse if as some forecast,
economic growth falters and the global economic slips into
stagflation – a period of high inflation and low economic
growth last seen in the 1970s.

Stay informed
ORIC/Sicsic Advisory will be setting up further Webex events later in the
year with a focus on the initial views and findings of the regulator, including
any enhancement recommendations, and to provide a focus on third-party
engagement. If you require any further support, please do not hesitate to
contact either ORIC or Sicsic Advisory.

2022 was supposed to be the year the world economy
recovered from the shock of COVID-19; now, though, all
economists can say is that the global outlook this year will
be worse than previously expected; and how bad this will
be depends on the ongoing Ukraine and Russia conflict.

+44 (0)203 917 1750 | enquiries@oricinternational.com | oricinternational.com

3

A N OV E RV I E W O F T H E O R I C M E M B E R F O R U M
In our first member forum of this year, we facilitated an in-depth discussion of the implications of the post-COVID-19 world and its effect
on global economies and the regulatory landscape.
The post-COVID-19 world
	
Prior to COVID-19, we saw five global megatrends influencing
world dynamics:
1. Changing demographics
2. Emerging economy urbanisation and industrialisation

The regulatory landscape
The global regulatory landscape continues to evolve at a relentless
pace. Customer demand for product innovation, personalised value
and increased choice continues, with a greater emphasis on firms
operating with purpose and social conscience. ESG is now at
the forefront of many customers’ minds, and regulators continue to
reflect and drive this agenda.
The measurement and management of climate risk is expected to
be a key theme, with the proliferation of metrics and advice
challenging companies to determine the most appropriate sources.

3. Reconfiguration of global and regional trade flows
4. Digitalisation, automation, and AI
5. Climate change impacts, mitigation, and adaption
As we emerge from the pandemic, we are witnessing significant
resilience and adaptability in our interconnected global economy.
Whilst COVID-19 may have temporarily stalled global growth
convergence, recovery has been quick and strong – though
arguably too strong, as inflation continues to rise to levels not seen
for many generations.

The future of financial services regulation is expected to embrace
artificial intelligence, machine learning, open insurance and
ecosystems. The pace of change, and the risks arising, can only
be expected to continue.
Our collective response to these changes
Many member firms are actively mobilising to understand and
manage their changing risk landscape, particularly with the current
Russia/Ukraine crisis.

Exceptions to this overall trend have been China and India, whose
economies have remained resistant. Here, we can see that the
economic centre of gravity appears to be shifting south
and eastwards.

ORIC International’s work on emerging risk has shown that this is a
relatively undeveloped discipline at present. Therefore, firms working
on this are already seeing the benefits of more informed thinking
and tools.

	At the end of 2021, the top three concerns regarding economic
growth were:

Recent events have underlined the complexity, insight, data and
wider consideration needed to inform the risk analysis and reporting
sought by executives and boards. Our risk event database, scenarios
and peer analysis are invaluable tools to help contextualise these risks
and demonstrate them to stakeholder groups in a meaningful way.

• The pandemic

To find out more about our work in this area, contact John Mason
(john.mason@oricinternational.com).

• Inflation
• Supply chains
Ongoing events in the Ukraine have only exacerbated these concerns.
And, evidently, the Russia/Ukraine conflict has added a new set
of potential risks to be considered. We discuss these further in our
summary article of the industry call we held on 18 March 2022.
In the medium term, businesses have accelerated their deployment
of digital technology, with much of it focused on communication and
collaboration. Longer-term, it is estimated that up to $4.6 trillion in
trade flows could shift to other countries over the next five years as
companies rethink their supply chains.

Powering risk intelligence

We have also recently launched a quarterly regulatory horizon scanning report.

REGULATORY
HORIZON
SCAN

This report summarises the key themes and trends that firms need to be aware of,
supplementing in-house analysis whilst highlighting global areas of interest that are often
adopted by local regulators. To be added to the distribution list, contact Melody Abeni
(melody.abeni@oricinternational.com).

ISSUED: FEBRUARY 2022
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TOP FIVE PUBLIC NEWSFLASHES

FEB

2022

ORIC’s newsflash service captures information on risk events in the public domain.
In January, 177 (re)insurance and investment firm risk events were added to the
newsflash service, with a combined value of £8.7bn.
No.

1

2

3

4

5

Amount
(GBP)

Firms impacted

Risk event summary

Infinity Q Capital
Management;
U.S. Commodity
Futures Trading
Commission
(CFTC); U.S.
Department of
Justice (DoJ);
U.S. Securities
and Exchange
Commission (SEC)

CFTC charges hedge fund manager with fraudulent scheme to overvalue
investment funds by $1 billion

DBS Bank;
Monetary
Authority of
Singapore (MAS)

First NBC Bank;
EY; U.S. Federal
Deposit Insurance
Corp (FDIC)

The Commodity Futures Trading Commission (CFTC) filed a civil enforcement action
in the U.S. District Court for the Southern District of New York, charging James R.
Velissaris with fraud in connection with a multifaceted scheme to overvalue the assets
managed by his multi-billion dollar hedge fund. The complaint states that Velissaris
engaged in this fraud prior to the COVID-19 global pandemic, but the scope and
scale of the fraud increased as he tried simultaneously to mitigate against, and also
take advantage of, the unprecedented market volatility caused by the pandemic.
As alleged, Velissaris executed his scheme by intentionally corrupting the
independent, third-party pricing service models that Infinity Q used and touted to
customers to value swaps held by the two commodity pools. The impact of Velissaris’s
fraudulent scheme was massive, resulting in the overvaluation of the funds managed
by Infinity Q in certain months by more than $1 billion.

734m

Business line

L1 risk
category

Asset
Internal fraud
management

MAS hits DBS with additional capital requirement of S$930 million after
November’s digital banking outage
Last year’s multiple-day outage of DBS Bank’s digital services – one that the
Monetary Authority of Singapore (MAS) termed “a serious disruption” – has resulted
in MAS imposing an additional capital requirement on the bank. DBS will now be
required to apply a multiplier of 1.5 times to its risk-weighted assets for operational risk.
This translates to S$930 million in additional regulatory capital, said MAS. The sum is
based on DBS’s reported financial statements as at 30 September, 2021.

510m

Corporate
services

Business
disruption
and system
failures

121m

General
insurance

Damage to
physical
assets

116m

Private
banking
and wealth
management

Clients,
products
and business
practices

80m

Life
assurance

External
fraud

First NBC directors negligent in bank’s collapse, federal regulators say in
unsealed lawsuit
Federal banking regulators said six former board members of the failed First
NBC Bank were grossly negligent in their oversight of the bank and former Chief
Executive, Ashton Ryan, according to court documents unsealed by a federal judge.
The lawsuit, filed by the Federal Deposit Insurance Corp. in 2020, is seeking more
than $164 million from Ryan, the board members and their insurance companies over
a series of loans that Ryan and the board members approved or signed off on before
the bank’s collapse.

Credit Suisse;
Office of the
Attorney General
of Switzerland
(OAG) / Bundesanwaltschaft

Credit Suisse paid out millions despite compliance alert

Medicare

Florida man sentenced in multi-million-dollar Medicare fraud scheme involving
durable medical equipment

An ex-Credit Suisse manager told a Swiss court on Monday that millions of euros
were paid out of accounts linked to a Bulgarian wrestler at the centre of an
international drugs probe, despite the bank’s legal compliance department being
alerted. Credit Suisse and one of its former wealth managers face charges of letting
an alleged cocaine trafficking gang launder millions of euros from 2004 to 2008 in
the first criminal trial of a major bank in Switzerland.

Nathan LaParl was sentenced by U.S. District Court Senior Judge George A. O’Toole,
Jr. to three years of probation and forfeiture in the amount of $220,671. LaParl and
co-defendant Talia Alexandre sold Medicare patients’ personal and medical data to
Juan Camilo Perez Buitrago. LaParl and Alexandre worked with foreign call centres
to contact Medicare patients to ask if they were interested in durable medical
equipment (DME) “at little to no cost”. The call centres collected demographic and
insurance information from Medicare patients, which LaParl and Alexandre sold to
Perez Buitrago. Together, they received more than $1.6 million from Perez Buitrago
for the patient data. Perez Buitrago used that patient data to submit more than
$109 million in false and fraudulent claims, submitting claims for DME that was not
prescribed, not necessary, and, in many instances, never requested or received.
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L O S S D ATA F O C U S G R O U P

EVENTS CALENDAR

Over the past few months, there has been a large number
of updates to the ORIS platform that will provide users
with the ability to create their own specific dashboards
driven by the data held on the platform.
As part of the initial rollout, we have created a number of
dashboards using the risk event data. Over the coming
weeks, we will begin to roll out the updated ORIS user
interface to all users, along with these dashboards to form
your home screen.
This update is the first that we will be introducing over the
coming months to provide an enhanced experience for
users, following feedback submitted in the member survey.
We will be holding a Loss Data Focus working group in April,
where we will provide an update on the enhancements we
plan to introduce to ORIS over the coming months, along
with a tutorial session on the new interface and how users
can utilise the updates.

APRIL

EVENT

TBA

Internal model working group

21 April 2022

Q1 Operational resilience industry call

26 April 2022

Loss focus working group

TBA

Capital benchmarking launch

M AY

EVENT

03 May 2022

Case study: ESG & supply chains (date TBC)

11 May 2022

Q2 Operational resilience working group

19 May 2022

Investment firm working group
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